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SUMMARY OF 2021/22 WORK 

INTERNAL AUDIT 

This report is intended to inform the Audit Committee of progress 
made against the 2021/22 internal audit plan. It summarises the 
work we have done, together with our assessment of the systems 
reviewed and the recommendations we have raised. Our work 
complies with Public Sector Internal Audit Standards. As part of our 
audit approach, we have agreed terms of reference for each piece 
of work with the risk owner, identifying the headline and sub-risks, 
which have been covered as part of the assignment. This approach is 
designed to enable us to give assurance on the risk management and 
internal control processes in place to mitigate the risks identified.  

INTERNAL AUDIT METHODOLOGY 

Our methodology is based on four assurance levels in respect of our 
overall conclusion as to the design and operational effectiveness of 
controls within the system reviewed.  The assurance levels are set 
out in Appendix I of this report, and are based on us giving either 
"substantial", "moderate", "limited" or "no".  The four assurance 
levels are designed to ensure that the opinion given does not 
gravitate to a "satisfactory" or middle band grading. Under any 
system we are required to make a judgement when making our 
overall assessment.   

2021/2022 INTERNAL AUDIT PLAN 

Two audits have been completed and we are pleased to present the following reports to this Audit Committee:  

• IT Architecture Maturity 

• Main Financial Systems. 

The following audits are in progress or in draft for comments and therefore we aim to present at the next Audit 
Committee: 

• Procurement and Contract Management 

• Environmental Health Services and Enforcement 

• Environmental Sustainability.  

 

EXTERNAL QUALITY ASSESSMENT  

Following an External Quality Assessment by the Institute of Internal Auditors in May 2021, BDO were found to 
‘generally conform’ (the highest rating) to the International Professional Practice Framework and Public Sector 
Internal Audit Standards. 
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REVIEW OF MARCH 2022 WORK 

AUDIT AUDIT 
COMMITTEE 

PLANNING FIELD
WORK 

REPORTING DESIGN EFFECTIVENESS 

Housing Benefits 
September 

2021 
✓ ✓ ✓ 

  

Risk Management 
(Advisory) 

September 
2021 

✓ ✓ ✓ N/A N/A 

Taxi and PHV 
Licensing (20/21) 

December 
2021 

✓ ✓ ✓ 
  

Asset Management 
December 

2021 
✓ ✓ ✓ 

  

Regeneration 
(employment and 
skills) 

December 
2021 ✓ ✓ ✓ 

  

Homelessness & 
Temporary 
Accommodation 

December 
2021 

✓ ✓ ✓ 
  

IT Architecture March 2022 ✓ ✓ ✓ 
  

Environmental 
Health Services & 
Enforcement 

March 2022 

June 2022 
✓ ✓     

Main Financial 
Systems 

March 2022 ✓ ✓ ✓ 
  

Procurement & 
Contract 
Management 

 March 2022 

June 2022 
✓ ✓ ✓   

Sustainable 
Environment 

 March 2022 

June 2022 
✓       
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IT ARCHITECTURE MATURITY 

Design Opinion 
 

Managed Design Effectiveness 
 

Managed 

 

Recommendations 
   

 

 

 
SCOPE 

AREAS REVIEWED 

The audit will focus on current and planned activities at the Council related to IT Enterprise 
Architecture. The review will assess the overall maturity as well as the maturity of the following 
aspects of the Council’s IT enterprise architecture:  

  Governance: The governance structure in place to support transparent decision making 
related to EA and the evolving needs of the Council  

  Development and Implementation: The principles on which all IMT decisions regarding 
applications, information, and infrastructure are made  

  Oversight and Monitoring: Oversight and monitoring processes in place to ensure expected 
outcomes and key benefits related to EA are defined and being realised. 

For the assessment, based on the maturity of the process, a value of 1-5 will be assigned to the 
capability and maturity levels using COBIT 2019 framework. The five maturity levels are briefly 
described below:  
  Maturity Level     Definition    

   1 – Initial     Work is completed, but the full goal and intent of the focus area are not yet achieved    

   2 – Managed     Planning and performance measurement take place, although not yet in a standardised 
way.  

  

   3 – Defined     Enterprise-wide standards provide guidance across the enterprise    

   4 – Quantitatively 
Managed  

   The Council’s enterprise is data driven, with quantitative performance improvement    

   5 – Optimising     The Council’s enterprise is focused on continuous improvement.    

 

 

 

AREAS OF 
STRENGTH 

  We concluded that overall the maturity of the Council’s IT architecture is Managed, with 
opportunities to rapidly progress to Quantitatively managed in the short term and Optimising in 
the long term.  

  Governance: 

- The Council has documented the ICT governance structure to demonstrate the reporting 
lines within the ICT department. The structure demonstrates that there is an independent 
function for ICT management and the ICT team reports to the Head of Finance and ICT  

- There is a Data Security Group in place that meets on a quarterly basis to assist the 
Council to fulfil its obligations to appropriately protect paper and electronic ‘data’ and to 
ensure that everyone who has authorised access to ‘data’ is aware of their ‘data handling’ 
responsibilities. 

  Development and Implementation: 

- The ICT team has a Project Plan (work programme) in place to include schemes identified 
by the department that requires IT support: to track and monitor all the yearly ICT 
projects that are scheduled to be implemented. The project plan is regularly reviewed and 
updated by the ICT Research and Development Manager and the ICT Service Delivery 
Manager and then reported to the Head of Finance & ICT 

- The Council uses Microsoft System Center Configuration Manager (SCCM) and SysAid tools 
to track all the physical assets across the Council 

- The Council are undertaking a major ICT related project: Agile Working. This project is 
assessing what IT equipment is needed in order for staff to be more agile when working 
both in the office and remotely. 

  Oversight and Monitoring: 

- The Council has three separate risk registers including a dedicated Cyber Security risk 
register, an Operations risk register and the corporate risk register which is monitored and 
reviewed by the Senior Leadership Team 

  

0 3 0 
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- The ICT team’s Project plan is regularly reviewed and updated as necessary, with an 
oversight by the Head of Finance & ICT 

- There is a Service Plan 2021-2022 in place for Finance & ICT which include actions for the 
ICT platform. We found that all the actions from the Service Plan are maintained in the 
corporate performance management system, Pentana. There are performance 
management reports produced quarterly and reported to the Senior Leadership Team. 

 

 

AREAS OF 
CONCERN 

  Governance:  

There is no clearly identified vision for the use of IT at the Council and currently, there are no 
short term and long-term ICT strategy goals in place. Furthermore, the Data Protection Policy 
is not ratified, and the Council does not have a data quality policy in place. 

  Development and Implementation:  

There is no information system steering committee/group established to provide the Council 
and the ICT team with the tools to be able to drive forward IT development and 
implementation through a consistent and co-ordinated approach. 

  Oversight and Monitoring: 

There are currently no performance measures in place across the ICT team measuring the 
success of its ICT Strategy. 
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MAIN FINANCIAL SYSTEMS 

Design Opinion 
 

Substantial Design Effectiveness 
 

Substantial 

 

Recommendations 
   

 

 

 

SCOPE 

AREAS REVIEWED 

  Journals - Review a sample of general ledger journals from the general ledger and ensure all 
have been appropriately authorised; confirm there is appropriate separation of duties between 
inputter and reviewer. 

  Bank/General Ledger Reconciliation 

— Select a sample of accounts and months and confirm that reconciliations have been carried 
out in a timely manner, totals recorded on the reconciliation reconcile to the general 
ledger, adequate separation of duties exists between completer and reviewer and 
discrepancies are identified and investigated 

— Verify bank reconciliations have been completed and independently reviewed in the last 
three months. 

  Access controls 

— Obtain a report of user access rights and confirm only appropriate members of staff within 
the finance function have write access to the general ledger 

— Review a sample of new users to ensure appropriate approval was obtained before adding 
to system  

— Review a sample of leavers from the system to ensure system access has been appropriately 
revoked  

— Obtain summarised lists of journal inputs to the general ledger by inputter and ensure only 
those with legitimate access appear 

— Obtain evidence of the password requirements from the system administrator; confirm 
forgotten password process.  

  Cost Centre/Account Codes Set Up and Control - Obtain a report of user access rights to set 
up cost centres and account codes and for a sample of new cost codes set up, confirm only 
those with legitimate access appear 

  Financial Reporting - Review how financial reporting is collated for monitoring and oversight, 
for example reports that go to the Cabinet summarising progress against the Medium-Term 
Financial Plan (MTFP) 

  Annual Calendar of Financial Activity - Confirm there is an appropriate and authorised annual 
calendar of financial activity in place.  

 

 

AREAS OF 
STRENGTH 

  The finance business partner reviews all manual journals on a weekly basis to confirm they 
have been processed correctly, because journals do not require authorisation on Agresso. We 
noted from our sample of 25 journals that all were reviewed by the Finance team, although 
there was one journal that was reviewed significantly after it was processed  

  Agresso can only be accessed through the Council’s server which maintains the security of the 
system. There was a robust Password Policy and password requirements for officers to access 
the server 

  We reviewed a sample of five new users to Agresso and confirmed that in each case the user 
was provided with appropriate access and authorisations based on their role 

  We reviewed a sample of five leavers and confirmed that the users’ Agresso access was 
terminated on the date they left the Council. Additionally, as users can only access Agresso via 
the Council’s server, IT deactivating their desktop access would restrict access to Agresso 

  The Council’s monthly income is reported to the Senior Leadership Team (SLT), although this 
has recently been amended to quarterly. Additionally, a monthly exception report is generated 
and shared with finance business partners who are responsible for discussing variances against 
budgets with budget holders 

  

0 0 3 
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  Variances to budgets are reported quarterly to Cabinet which provides adequate oversight of 
performance and supports strategic decision making. Furthermore, we reviewed the Q1-Q3 
2021/22 financial information from Agresso and identified that the data in the Cabinet reports 
was accurate for the same time period 

  The Budget and Closedown Timetable highlights key financial dates and deadlines to support 
effective forward planning for key finance activities throughout the year. 

 

 

 

AREAS OF 
CONCERN 

We noted three low level findings. 

  Preparer and reviewer information was not always recorded on reconciliations 

  The Agresso guidance notes require updating (this was last completed four years ago) 

  In one instance, there was no evidence to support the separation of duties between the 
requester of one sub analysis code and the officer that set it up.  

 

 

VALUE ADDED 

  We provided an example version control page which could be inserted into the Agresso guidance 
notes and updated to reflect changes in the document.  
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SECTOR UPDATE 
 
Our quarterly Local Government briefing summarises recent publication and emerging issues relevant to Local 
Authorities that may be of interest to your organisation. It is intended to provide a snapshot of current issues for 
senior managers, directors and members. Topics include Environment, Health, Transport, Housing and Children. 

 

Major analysis reveals strongest climate action plans 

Manchester City Council, Solihull MBC and Somerset West & Taunton Council are among the councils judged to 
have the most robust plans in place for tackling climate change under a major new analysis. 

Climate Emergency UK, a platform which has been holding councils to account on their climate pledges, analysed 
more than 300 climate action plans produced by UK councils against questions such as whether plans were costed 
and have clear goals. 

The highest scoring single tier council was Manchester City Council, which scored 87%. Manchester is home to the 
Tyndall Centre which has been instrumental in helping the council draw up a carbon cutting plan. Solihull MBC, 
which is home to Birmingham International Airport, scored 85%. 

Somerset West and Taunton Council was the highest scoring district with 92%, while its county counterpart 
Somerset CC scored highest among counties with 63%. The best performing combined authority was West Midlands 
CA, which easily beat Greater London Authority’s 61% with a score of 89%. 

The average overall score for English single tier councils was 47% , dropping to 43% for districts and 40% for county 
councils. 

The analysis found political control made little difference to the scores, with Conservative-run councils such as 
Solihull MBC, Wiltshire Council and South Gloucestershire Council all scoring more than 80% overall while Labour-
run Manchester and Newcastle City Councils and Hammersmith & Fulham LBC also achieved scores of 80% plus. 

However, the research found 84 of the UK’s 409 local authorities and combined authorities had no published 
climate action plan by September 2021, two years after councils began pledging to take action to reduce climate 
change by declaring climate emergencies. 

Major analysis reveals strongest climate action plans | Local Government Chronicle (LGC) (lgcplus.com) 

Deputy CMO warning to councils over long Covid worsening inequalities 

Long Covid will be a challenge for councils because it could worsen health and socio-economic inequalities by 
hitting deprived communities harder, a deputy chief medical officer has warned local authorities. 

The prevalence of long Covid is also proving to be a challenge in the workforce, with one director of public health 
claiming that some workers are “keep[ing] their mouth shut” about struggling with the illness in order to “keep 
their jobs”. 

Speaking at a Local Government Association webinar yesterday, Aidan Fowler, one of four deputy CMOs at the 
Department for Health &  Social Care, said his officials were seeing "a higher prevalence" of long Covid "in women, 
slightly", and "a higher prevalence in [areas of] deprivation". “Because there is the highest prevalence in areas of 
deprivation, long Covid has the potential to worsen the health and wider socio-economic inequalities that already 
occur," he added. "This will be a challenge for local authorities.” 

Deputy CMO warning to councils over long Covid worsening inequalities | Local Government Chronicle (LGC) 
(lgcplus.com) 

Councillors to be allowed on integrated care boards 

Councillors will be permitted to sit on the new integrated care boards being set up as part of reforms to the health 
service, a health minister has announced. 

Under draft NHS England guidance, integrated care boards must have a local authority representative, but 
councillors were explicitly banned from taking on that role. The Local Government Association had lobbied NHS 

https://councilclimatescorecards.uk/scoring/district/
https://www.lgcplus.com/services/environment/major-analysis-reveals-strongest-climate-action-plans-27-01-2022/
https://www.lgcplus.com/politics/coronavirus/deputy-cmo-warning-to-councils-over-long-covid-worsening-inequalities-12-01-2022/
https://www.lgcplus.com/politics/coronavirus/deputy-cmo-warning-to-councils-over-long-covid-worsening-inequalities-12-01-2022/


9 INTERNAL AUDIT PROGRESS REPORT | GEDLING BOROUGH COUNCIL 

9 
 

 
England without success to amend the guidance. However, in the Lords on Wednesday night health minister Lord 
Kamall told peers he had discussed the matter with NHS England. 

He said: “I can confirm that it will revise its draft guidance to remove the proposed blanket exclusion of local 
authority members sitting on integrated care boards. “I am informed that, although ICB members from local 
authorities are normally likely to be officials, local councillors will not be disqualified for selection and 
appointment to an integrated care board.” 

Under the Health & Care Bill currently going through parliament ICBs are one of two statutory bodies that must 
be set up by each of the 42 integrated care systems in England. They will comprise representatives from NHS trusts 
and be responsible for allocating funding and commissioning services. 

The second body, an integrated care partnership, will bring together councils and the NHS along with other local 
partners to focus more widely on health, public health and social care and produce an integrated care strategy. 

The plan to exclude councillors from ICBs was criticised at a January meeting of the LGA’s city regions board. 

Councillors to be allowed on integrated care boards | Local Government Chronicle (LGC) (lgcplus.com) 

 

New performance body will measure happiness and life satisfaction 

The government’s proposed new performance body must be developed with local government and be truly 
independent of ministers, leading sector figures have said. 

The levelling up white paper, published last week, announced plans for a new “independent body” to publish 
performance data to monitor progress against the government’s 12 levelling up missions. 

A suite of metrics published alongside the white paper reveals 23 of the 49 proposed measures are at local authority 
level, including happiness and life satisfaction ratings of residents. 

Other measures include healthy life expectancy, net additions to the housing stock and obesity prevalence as well 
as persistent pupil absences and educational performance at primary and secondary level. 

The white paper said data collected by local government often varied from place to place, “making it difficult to 
understand how well services are being delivered and the impact they are having”. 

Since the abolition of the Audit Commission almost a decade ago, councils have faced little oversight of their 
performance outside of children's services. 

New performance body will measure happiness and life satisfaction | Local Government Chronicle (LGC) 
(lgcplus.com) 

 

https://www.lgcplus.com/services/health-and-care/councillors-to-be-allowed-on-integrated-care-boards-10-02-2022/
https://www.lgcplus.com/politics/governance-and-structure/new-independent-body-to-monitor-performance-02-02-2022/
https://www.lgcplus.com/politics/governance-and-structure/new-performance-body-will-measure-happiness-and-life-satisfaction-07-02-2022/
https://www.lgcplus.com/politics/governance-and-structure/new-performance-body-will-measure-happiness-and-life-satisfaction-07-02-2022/
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KEY PERFORMANCE INDICATORS 

 

 
 
 

 

Audit Area 

Rate our 

understanding 
of the 

Business 

Rate our 

commun

-ication 

Rate the 
audit’s 

contribution 

to adding 
value 

Overall 

audit 

experience 

Would you 

recommend 
BDO to 

others? 

Any further comments 

Asset 
Management 

     
Survey issued - no feedback 

received 

Risk Maturity 4 5 5 5 Yes  

Housing 
Benefits 

     
Survey issued - no feedback 

received 

Homelessness 4 5 4 4 Yes  

Employment 
& Skills 

     
Survey issued - no feedback 

received 

Taxi Licensing 4 4 4 4 Yes No further feedback received 

IT 
Infrastructure 

     
Survey issued - no feedback 
received 

Procurement 
and Contract 
Management 

     

Survey issued - no feedback 

received 

Main 
Financial 
System 

     

Survey issued - no feedback 
received 

Average 4/5 4.67/5 4.33/5 4.33/5 Yes  
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APPENDIX I - DEFINITIONS 

OPINION SIGNIFICANCE DEFINITION 

LEVEL OF 
ASSURANCE DESIGN OPINION 

FINDINGS FROM 
REVIEW 

EFFECTIVENESS 
OPINION 

FINDINGS FROM 
REVIEW 

Substantial 

 

Appropriate procedures 
and controls in place to 
mitigate the key risks.  

There is a sound system 
of internal control 
designed to achieve 
system objectives. 

No, or only minor, 
exceptions found in 
testing of the 
procedures and 
controls. 

The controls that are in 
place are being 
consistently applied. 

Moderate 

 

In the main, there are 
appropriate procedures 
and controls in place 
to mitigate the key risks 
reviewed albeit with 
some that are not fully 
effective.  

Generally a sound 
system of internal 
control designed to 
achieve system 
objectives with some 
exceptions. 

A small number of 
exceptions found in 
testing of the 
procedures and 
controls. 

Evidence of non-
compliance with some 
controls that may put 
some of the system 
objectives at risk.   

Limited 

 

A number of significant 
gaps identified in the 
procedures and controls 
in key areas. Where 
practical, efforts should 
be made to address in-
year. 

System of internal 
controls is weakened 
with system objectives 
at risk of not being 
achieved. 

A number of reoccurring 
exceptions found in 
testing of the 
procedures and 
controls. Where 
practical, efforts should 
be made to address in-
year. 

Non-compliance with 
key procedures and 
controls places the 
system objectives at 
risk. 

No 

 

For all risk areas there 
are significant gaps in 
the procedures and 
controls. Failure to 
address in-year affects 
the quality of the 
organisation’s overall 
internal control 
framework. 

Poor system of internal 
control. 

Due to absence of 
effective controls and 
procedures, no reliance 
can be placed on their 
operation. Failure to 
address in-year affects 
the quality of the 
organisation’s overall 
internal control 
framework. 

Non-compliance and/or 
compliance with 
inadequate controls. 

 

 

 

 

 

 



 

 

 

` 

 

 

 

 

 

 

 

FOR MORE INFORMATION: 

GURPREET DULAY 

   
 Gurpreet.Dulay@bdo.co.uk 

This publication has been carefully prepared, but it has been written in general terms 
and should be seen as broad guidance only. The publication cannot be relied upon to 
cover specific situations and you should not act, or refrain from acting, upon the 
information contained therein without obtaining specific professional advice. Please 
contact BDO LLP to discuss these matters in the context of your particular 
circumstances. BDO LLP, its partners, employees and agents do not accept or assume 
any liability or duty of care for any loss arising from any action taken or not taken by 
anyone in reliance on the information in this publication or for any decision based on 
it. 

BDO LLP, a UK limited liability partnership registered in England and Wales under 
number OC305127, is a member of BDO International Limited, a UK company limited 
by guarantee, and forms part of the international BDO network of independent 
member firms. A list of members’ names is open to inspection at our registered office, 
55 Baker Street, London W1U 7EU. BDO LLP is authorised and regulated by the 
Financial Conduct Authority to conduct investment business.  

BDO is the brand name of the BDO network and for each of the BDO Member Firms.  

BDO Northern Ireland, a partnership formed in and under the laws of Northern Ireland, 
is licensed to operate within the international BDO network of independent member 
firms.  

© March 2022 BDO LLP. All rights reserved. 

 

www.bdo.co.uk 

  

http://www.bdo.co.uk/

